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‘Artificial Intelligence in Prevention’ is the focus theme of this year’s German Prevention 
Congress. AI is a fundamental technological development that has now permeated 
numerous areas of society and functions as a kind of “cross-cutting technology”. 
Against this background, the question is not so much whether AI can be integrated into 
prevention contexts, but rather how it is already changing preventive practice and 
strategies today and will continue to shape them in the future. 

Firstly, it must be recognised that artificial intelligence has a wide-ranging impact on 
various areas of prevention work and the dealing with crime. On the one hand, it alters 
the way crimes are committed by creating new opportunities for offences, new methods 
and new forms of digital crime. On the other hand, it affects police work as well as 
criminal prosecution and case-handling processes. At the same time, AI opens new 
possibilities for prevention by enabling the early detection of risks, the analysis of risk 
situations and the prevention of further offences, for example by supporting those 
affected. 

In light of the rapid development of artificial intelligence and its growing significance for 
societal security and prevention strategies, the German Prevention Congress and its 
permanent event partners have formulated key findings and urgent recommendations 
for action and policymaking. These are based on academic papers on the conference’s 
main theme1 as well as on the expert discussions held during the German Prevention 
Congress. The diverse sub-themes illustrate that AI-supported prevention is an 
interdisciplinary field that brings together insights from, amongst others, computer 
science, social sciences, psychology, philosophy/ethics, law and criminology. The 
discourse on the significance of AI, particularly in relation to prevention, must be 
conducted in a multidisciplinary manner in order to identify the opportunities and risks 
of ‘intelligent’ technologies at an early stage, to responsibly accompany societal 

 
1 see the accompanying academic publication (in German): 
https://www.praeventionstag.de/dokumentation/download.cms?id=8120&datei=Begleitschrift_KI-in-der-
Praevention-8120.pdf)  

https://www.praeventionstag.de/dokumentation/download.cms?id=8120&datei=Begleitschrift_KI-in-der-Praevention-8120.pdf
https://www.praeventionstag.de/dokumentation/download.cms?id=8120&datei=Begleitschrift_KI-in-der-Praevention-8120.pdf


 

 
 
 
 
developments, and to develop innovative approaches for effective, evidence-based 
prevention work. 

 

•    Taking a critical approach to artificial intelligence  

Artificial intelligence is based on data generated by humans. This data reflects existing 
social inequalities and structures of discrimination, which AI systems can adopt and, in 
some cases, exacerbate. Such distortions are referred to as data or algorithmic bias and 
make it clear that AI is by no means objective or neutral in itself. In addition, particularly 
in the case of systems based on large language models, there is the so-called black-box 
problem: the internal decision-making processes often remain opaque, meaning that it 
is not immediately clear how specific results or assessments are arrived at. In particular, 
attention must also be paid to the companies behind specific AI software. The use of AI 
therefore requires a conscious engagement with issues of transparency, traceability and 
fairness, as well as appropriate procedures to identify and limit potential biases. 

 

•    Examining trends in crime 

Artificial intelligence is also increasingly changing the way crimes are committed. In the 
area of fraud in particular, it is creating a new dynamic, as deceptively realistic content 
and automated communication processes open up new options for action. This applies 
both to cybercrime in the broader sense, such as digitally facilitated forms of fraud, and 
to classic manifestations of cybercrime in the narrower sense, such as ransomware 
attacks.  Particularly alarming is the rise in AI-generated image and video falsification, 
including sexualised deepfakes, which are specifically used for blackmail, massive 
reputational damage or digital violence, particularly against women, and thus mark a 
new level of aggression. AI is equally relevant, for example in the form of chatbots, to 
extremism and radicalisation processes. The associated developments pose new 
challenges for prevention: existing approaches must be reviewed to assess the extent to 
which they still keep pace with technological changes, and to determine which new 
preventive strategies, skills and protective mechanisms are required to respond 
appropriately to AI-enabled offences. 

 

•    Clearly define the use of AI in police and judicial law enforcement 

The use of artificial intelligence appears attractive in many ways for police and judicial 
criminal investigations. Particularly when dealing with large and complex datasets, AI 



 

 
 
 
 
offers the possibility of structuring information more quickly, identifying relevant content 
and recognising patterns or connections that would be difficult to access using 
conventional methods. This can support investigative processes and allow resources to 
be deployed in a more targeted manner. At the same time, the use of AI presents 
significant challenges. Central to these are issues of data protection, informational self-
determination and the proportionality of state intervention. The use of such applications 
therefore requires a nuanced legal framework that distinguishes between different 
levels of intervention in AI usage and defines clear boundaries and control mechanisms. 

 

•    Potential areas requiring legislative action 

Against the background of the rapid development and increasing prevalence of artificial 
intelligence applications, the German Prevention Congress sees a constant need for 
legislators to review the situation and, where necessary, take action. In particular, it is 
becoming apparent that existing legal frameworks are reaching their limits when 
algorithmic systems are used for deception, manipulation or deliberate harm. Against 
this background, legislators are called upon to review existing criminal and protective 
provisions and, where necessary, adapt them to ensure that AI-enabled means of 
committing offences and structures of responsibility are adequately covered. This 
applies to, in particular, issues of attribution, verification management and the 
preventive regulation of high-risk applications. At the same time, clear duties of care 
should be established for developers and operators of AI systems in order to prevent 
misuse at an early stage and to enable effective enforcement of the law in the case of 
damage. 

 

•    AI in crime prevention must not replace cause-oriented prevention 

Artificial intelligence is of particular interest for forecasting methods, both in terms of 
spatial and person-based risk analyses. Algorithmic forecasting systems can support 
police work, for example by facilitating operational planning or providing indications of 
potential risk situations. At the same time, however, there is a risk that the focus will 
shift more towards statistically calculated probabilities, causing structural and societal 
causes of crime to be overlooked. The future of predictive policing will therefore be 
determined less by technological capabilities than by societal and institutional 
frameworks. It is crucial that the use of such systems is consciously designed and 
critically monitored. Their potential, but also their limitations, must be considered; 
undesirable developments must be avoided, and democratic control must be 
guaranteed. Lasting and effective crime prevention can only succeed if technical 



 

 
 
 
 
innovations are not viewed in isolation, but remain linked to socio-political approaches, 
the principles of the rule of law and a consistent examination of the causes of crime. 

 

•    Make even greater and more targeted use of AI for effective prevention 

Artificial intelligence not only presents challenges but also offers opportunities for 
prevention. Its ability to process and analyse large volumes of data quickly is particularly 
advantageous. For example, AI can be used to detect hate speech online at an early 
stage. Furthermore, new possibilities arise through the use of chatbots, which women 
affected by violence, for instance, can turn to. These digital support services offer low-
threshold access to assistance, as they can be used anonymously and are available in 
multiple languages. In this way, AI can be used specifically for preventive measures and 
can complement existing support and protection services. 
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