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Cybercrime—current developments and its pre
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- frequency of cyber attacks increasing

- flat or decreasing government spending levels

* no reliable statistics on true extent of cybe
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versus
national / regional law enforcement and legislation
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-cloud, IPv6

« Criminological

-more OC in cyber (lured by mass market, high profits, low

detection risk)

-targeting of private corporations (cybersmear, espio
Organisational

deal with cybercrime
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- Liaison officers (bi/multilateral)
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» c.f.Chapter lll Budapest Convention — but Convention”s
mutual assistance provision are diluted — safe havens
exist

cybercrime is under-enforced in many countrig

speed matters
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http://www.2centre.eu/
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2005/222/JHA, but takes into account recent
developments, especially the criminal use of botnets

for large-scale attacks.

* Negotiations in the Council (DROIPEN) and thg
2 arted in Janyary 2011
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starting date
Study to indicate

- where to locate ECC
- precise nature of tasks
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« National cybercrime reporting platforms

not ready to feed into ECC

e overload of tasks
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* First meeting EU / U.S. WG, cybercrime sub-
group, on 24/25 February on Internet
governance
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