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55thth Annual International Forum Annual International Forum 

for Crime Preventionfor Crime Prevention
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► The context ► Cyber what? 

► Cyberspace vs. nationalism  

► The future ahead of us ► The players

► The challenge ► Possible solutions for prevention

OutlineOutline
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1. The context (1/2)

•• rising dependency rising dependency on vital IT systemson vital IT systems

•• cybercrime costs cybercrime costs soaringsoaring

•• frequencyfrequency of cyber attacks increasingof cyber attacks increasing

•• flat or decreasing flat or decreasing government government spending levelsspending levels

•• no reliable no reliable statistics statistics onon true true extent of cybercrimeextent of cybercrime
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1. The context (2/2)

•• ... cybercrime costs ... cybercrime costs soaring ...soaring ...

•• ... frequency / quality... frequency / quality of cyber attacks increasing ...of cyber attacks increasing ...
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2. Cyber what?

Having a cyberHaving a cyber--security strategy = prevention of security strategy = prevention of 

cybercrime?cybercrime?
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Cyber CrimeCyber Crime

Cyber TerrorismCyber Terrorism

Cyber WarCyber WarBreach ofBreach of

PolicyPolicy

Breach of Breach of 

ObligationsObligations

Information 

Society Law
Criminal Law

Law of Armed 

Conflict

MODMin of InteriorMin of JusticeMin of Comm

Fragmentation 
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Commission

DG ...

DG ...

DG HOME

DG INFSO

Council

Counter 

Terrorism 

Coordinator

Interservice Group on cybercrime and cyber-security

Commissio

n

EEAS

Security 

Policy Div.

EU Military 

Staff

European 

Defence 

Agency

Who does what - Cyber in the EU
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3. Cyberspace and nationalism

versus 

a borderless, universal cyberspacea borderless, universal cyberspace

national / regional law enforcement and legislationnational / regional law enforcement and legislation
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4. The future ahead of us

• Technical

-end of domination of one OS

-further explosive user growth thanks to mobile devices

-Botnets go mobile

-social networks will continue to grow

-cloud, IPv6

• Criminological

-more OC in cyber (lured by mass market, high profits, low

detection risk)

-targeting of private corporations (cybersmear, espionage)

• Organisational

-mushrooming of initiatives to deal with cybercrime

-are police / LE prepared?
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5. The players – public / private

Who owns the Internet?Who owns the Internet?

ca. 70ca. 70--80% private, 3080% private, 30--20% public20% public

►► implications for burdenimplications for burden--sharing?sharing?

►► models for really effective publicmodels for really effective public--privateprivate

cooperation?cooperation?



European Commission
Home Affairs Oldenburg, May 2011

6. The players – law enforcement

EU legal channels

- Swedish initiative

- Prüm decisions

- Europol and Eurojust

- Schengen

- Liaison officers (bi/multilateral)

- Police Cooperation Centres (bi/multilateral)

• International

- Interpol

- G8 24/7 cybercrime network

- CoE 24/7 cybercrime network

- MLA

- Liaison officers

- (UN(ODC))
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7. The challenge
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7. The challenge - procedures

•• generic information requestsgeneric information requests

•• requests to establish requests to establish owner of internet resourceowner of internet resource

•• request to request to take down illegal take down illegal contentcontent

•• preservation of data/disclosure of traffic data/ accessing preservation of data/disclosure of traffic data/ accessing 

datadata

►► c.f.Chapterc.f.Chapter III Budapest Convention III Budapest Convention –– but Conventionbut Convention´́s s 

mutual assistance provision are mutual assistance provision are diluted diluted –– safe havens safe havens 

existexist

►► ccybercrime isybercrime is underunder--enforced enforced in many countriesin many countries

►► sspeedpeed mattersmatters
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8. The role of prevention

2centre

PPP

EU/U.S. WG 

CERTs

http://www.2centre.eu/
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8. The role of prevention

•interntl 

treaties

•EU 

legislation

•national 

law

•creation 

of bodies

Users

-Victims

-offenders

-companies

-Gov´ts

-Police

-Military

-NGOs

...

•Hardware

•Software

•Separation

•of networks

•Kill switch

...

Legal - Orga Actors Technical
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Cybercrime activities
- Proposal for a Directive on attacks against information systems

• Commission published proposal for a Directive on 

attacks against information systems on 30/09/2010

• based on existing Framework Decision 

2005/222/JHA, but takes into account recent 

developments, especially the criminal use of botnets 

for large-scale attacks.

• Negotiations in the Council (DROIPEN) and the EP 

(LIBE) started in January 2011



European Commission
Home Affairs Oldenburg, May 2011

Cybercrime activities

- European Cybercrime Center

• Council conclusions April 2010: COM to draw up feasibility study
for the creation of a European Cybercrime Center

• Internal Security Strategy (November 2011) indicates 2013 as a 
starting date

• Study to indicate 

- where to locate ECC

- precise nature of tasks

• Contract signed, study started, results end 2011/early 2012
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European Cybercrime Center (ECC)

User notices „internet crime“ 

and signals it

Report feeds into NATIONAL alert platform

Following assessment, data is

– if deemed appropriate –

transmitted to ECC

analysis – intelligence – training - …

www.

European Cybercrime Center

© Disney

http://www.google.com/imgres?imgurl=http://newsimg.bbc.co.uk/media/images/44216000/jpg/_44216758_police_jacket_pa_203.jpg&imgrefurl=http://news.bbc.co.uk/2/hi/uk_news/england/sussex/7077360.stm&usg=__O6SVEut6j_7w-svlv-rAROLimAU=&h=152&w=203&sz=14&hl=en&start=11&zoom=1&um=1&itbs=1&tbnid=7gXjjejSJN7AhM:&tbnh=79&tbnw=105&prev=/images?q=UK+police+logo&um=1&hl=en&tbs=isch:1
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Cybercrime activities

- European Cybercrime Center

Risks

• definition of interface cybercrime/cyber-
security

• National cybercrime reporting platforms
not ready to feed into ECC

• overload of tasks
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Cybercrime activities

- EU – US Cooperation

• EU / U.S. Working Group on Cyber-Security 

and Cybercrime agreed at November 2010 

summit

• First meeting EU / U.S. WG, cybercrime sub-

group, on 24/25 February on Internet 

governance

• Second meeting June 2011 on child porn
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THANK YOU

for your attention

@ marc-arno.hartwig (at) ec.europa.eu

16.Deutscher 16.Deutscher PräventionstagPräventionstag, Oldenburg, Oldenburg, 31 , 31 May 2011May 2011


